Deployables Testing – The Way Forward

As directed by AC/S C4, an operational test of the NMCI deployables concept is to be conducted by the USMC.  The purpose of this test is to ensure that NMCI does not negatively impact the operational capability of the Marine Corps’ deploying forces.  Specifically, the test will focus on the deployable seat purchased as CLIN 004AC and all processes associated with removing the seat from NMCI, using it in an operational environment (i.e. outside of the NMCI) and returning it to NMCI.  To this end, testing will address functionality of various tactical applications used by deploying units, data reachback, email forwarding and redirection, data migration, and other associated capabilities.  Although not inherently part of a deployable seat, interoperability between the deployed environment and NMCI must be tested to ensure that the C4 directive is met – i.e. no negative operational impact on the Marine Corps’ ability to communicate from the deployed environment.  Applications and data migrated from the MCEN to NMCI must remain accessible by deployable seats.  

The testing strategy will reflect the requirements described in the Deployables Support Plan v3.03 (currently being reviewed for signature by USMC, Navy & ISF leadership) and the Marine Corps-specific Appendix A to that document.  Certain necessary capabilities not explicitly stated in either of these documents will also be tested, as they enable deployment activities either directly or indirectly.  For example, email redirection will require coordination between the MITNOC, ISF, and Navy NCTAMS for DNS entries and routing configurations, etc; currently, this process does not involve the ISF.  Network architecture/configuration issues like this which function behind the scenes, so to speak, are very important to the overall deployables process and must be considered during testing.

Deployables testing may be segmented into several phases:  Pre-Transition to NMCI and Post-Transition.  Potentially, a third phase would encompass ongoing configuration management testing by both DON and ISF testing activities.  Although modifications to the NMCI transition schedule may impact the feasibility of performing all of the testing described below, this strategy establishes a comprehensive, well-rounded baseline from which deviations can be made as necessary and risks assessed accordingly.

There are several alternatives available to support testing of NMCI deployables seats before and after USMC commands/installations are cutover to NMCI.  The approach outlined below seeks to take advantage of each of these alternatives in order to provide enough information for a thorough evaluation while minimizing the resources required. 

I. Navy Operational Unit Testing  (Currently ongoing)

The NMCI PMO is currently conducting some limited deployables seat testing with CVW-14 from NAS LeMoore as part of that unit’s workup to deploy aboard the U.S.S. Lincoln this summer.  Through a combination of lab testing by the ATF in Chesapeake, SC and live operational testing using CLIN 4AC deployable seats supplied to the unit as part of it’s embarkable table of equipment, two distinct deployment scenarios are being tested.

a. The first scenario is deployment to an non-NMCI land-based network using deployable seats and accessing various NMCI services; a detachment from CVW-14 displacing to NAS Fallon (currently not cutover to NMCI) for several weeks provides this opportunity.  Since USMC units will also use deployable seats in this manner to perform a variety of exercises and deployments, the benefit of this testing is clear.  

b. The second scenario is deployment aboard ship, where deployable seats will be used in the ISNS environment.  Again, this replicates the characteristics of a Marine Corps unit embarking aboard ship in many aspects.  While neither scenario above exactly duplicates all aspects of a USMC deployment, a significant portion of this deployables process is the same for Navy and Marine Corps units; as a result, the lessons learned and issues identified will be extremely useful in demonstrating the viability of the deployables solution under NMCI.

II. Lab Testing  (Pre-Transition)

Using actual CLIN 4AC deployable seats from the ISF and labs like the Systems Integration and Engineering (SIE) facility at Marine Corps Tactical Systems Support Agency (MCTSSA) in combination with Navy test agencies like SPAWAR’s Applications Testing Facility (ATF), a fairly comprehensive, detailed examination of the deployables process can be performed.  While not every aspect of the deployables process can be investigated through this type of assessment, some extremely useful information can be gained in the areas defined below.  There are several advantages to combining lab testing with actual operational testing – greater range of applications and environmental variables, quicker problem discovery, reporting, and resolution process, etc. This will save fleet units from having to go through same process for each issue found – labs can work out as many bugs in advance as possible.

a. Application Compatibility.  Test the compatibility of USMC tactical applications against the NMCI seat hardware and gold disk load.  Limited testing of this nature has already begun in the PMO for NMCI; the Integrated Shipboard Network System (ISNS) GOTS Delta load (current version) has been tested on NMCI seats in a deployed status.  Initial results indicate very few compatibility/configuration issues.  However, this process needs to be performed for USMC tactical applications as soon as possible to identify any potential problems which may affect the deployment process.

b. [PARTIAL]Reachback.  Reachback from an exterior network into the NMCI environment to access web pages or email through Outlook Web Access (OWA), as well as RAS dial-in and VPN client functionality can all be tested.  Although not every method for accessing NMCI from an external network – i.e., STEP site, NCTAMS, NIPRNET, garrison operations portal, etc. –  can be tested in a lab, those that can will provide some indication of the viability of reachback into NMCI.  WHAT CANNOT BE TESTED:  One important component that can not be realistically tested is the interoperability/ connectivity of deployed tactical applications and garrison servers; since no USMC applications will exist in the NMCI environment before cutover, this portion of reachback cannot be conducted until the post-transition phase of testing.

c. E-Mail Redirection/Forwarding.  Two facets must be tested with regard to deployed email access:  1) Email forwarding to a deployed account –i.e., mail is delivered to user’s NMCI Exchange mailbox and forwarded to a deployed account (.mil only) according to user-defined rules within Outlook mail client;  2) Email redirection to a deployed account – mail is redirected to deployed account (.mil only) at NOC level before ever being delivered to NMCI mail server.  Both can be accomplished to some extent through lab testing; additionally, network configuration and government-ISF coordination issues would perforce be tested as well.

d. [PARTIAL] Data Migration.  WHAT CANNOT BE TESTED:  The first step in data migration – actually moving data from the NMCI environment (from file shares, email accounts, local seat hard drives) to various deployable media (NASs, writeable CDs, other deployable seats, etc.) would not be tested, as no USMC unit or personal data will exist in NMCI at the time of testing unless lab testing is continued after the USMC begins transition.  However, the deployable media could be tested for ease of use, scalability, and various other measures of effectiveness in transferring information from existing MCEN resources to deployed NMCI seats and back again.

e. Help Desk Problem Resolution.  An assessment of the process deployed units will use to resolve any NMCI-related issues with deployable seats may be tested throughout the lab phase, as problems are identified.

The bottom line on deployables testing opportunities available before transition is this:  They will yield enough useful information for a decision to be made concerning ordering NMCI seats and services.  Although much more limited in terms of sheer numbers of test subjects, the testing outlined above will demonstrate whether NMCI has negatively impacted the USMC’s ability to perform its mission in an operational environment.

III. USMC Operational Unit Testing  (Pre- or Post-Transition)

To complement the testing being carried out in the labs, another assessment can be executed concurrently by providing NMCI deployable seats to an operational unit for use during a MCTEEP-scheduled exercise or deployment.  If this test were to be conducted before any USMC sites have been cutover to NMCI, the seats used in the testing would have to come from either 1) an ISF NOC or 2) a Naval installation which has already been cutover to NMCI.  Logistical details will require further consideration, but both the ISF and Navy PMO have unofficially agreed to support this approach.  The deployable processes being tested in the labs as described above will all be tested here as well; additionally, these other critically important areas can be tested as well:

a. Request to Deploy Process.  Each step of initiating a request to deploy for specified seats and accounts through the Deployable Process Architecture (DPA) can be evaluated.  Ensuring the correct administrative permissions are granted to unit IT representatives, that each machine or account is successfully removed from the NMCI environment, as well as many other aspects can be tested during this portion of the overall process.  Logistics processes could also be evaluated – spares kit request, delivery, and return; ULSS information, etc.

b. Reachback.  Alternative options for accessing NMCI from an exterior network (i.e., options not available in the lab environment) may be utilized to provide additional testing opportunities for reachback access.

c. Repatriation of Deployable Seats into NMCI.  Test successful re-connection and authentication of seat into NMCI network, verify that email redirection is successfully deactivated, test any troubleshooting steps necessary to re-integrate seats requiring some re-configuration, ensure that all appropriate permissions, file share/printer accesses, etc. have been reinstated.

The testing outlined above would not constitute a true Operational Test and Evaluation (OT&E) if it occurs before any cutover to NMCI has been achieved (and is thereby “operational”).  In order to perform an OT&E for Deployables as directed by the AC/S C4, deployables testing would have to be performed on an operational Marine Corps unit following its cutover to NMCI.  Given sufficient time and resources, operational unit testing would occur both before and after transition.

Ideally, an OT&E evaluation would seek to address each of the explicitly stated requirements in the Deployables Support Plan v3.03 as well as the many implicit and underlying capabilities necessary for the Marine Corps to function in the tactical environment.  (deployables training, logistics, remaining reachback & data migration capabilities, etc.).

Ongoing Configuration Management Testing

As NMCI matures, configuration management will continue to pose a challenge to both the Marine Corps and Navy operational components.  Technology refresh updates may introduce new hardware items for use in the deployed environment; Gold Disk software updates and patches, modifications to the network and security architectures, and other aspects of NMCI may continue to evolve.  Additionally, DON applications will continue to evolve, requiring periodic software updates; new applications and systems will be fielded, some of which will be used in the tactical environment.  From a long-term, enterprise perspective it becomes clear that configuration management will be crucially important to success for NMCI and that even with all of the current testing and evaluation, a stable platform is at best a snapshot of a moving target.  Hence, the critical need for ongoing testing.

In order to best meet the needs of all parties, an ongoing partnership with ISF must be developed to maintain compatibility between current and emerging systems within the DON.  Specifically, involvement from the MCTSSA SIE, SPAWAR ISNS Testing Branch (Code PMW 165), and the appropriate components within the ISF is needed.

